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Objectives

• Provoke thought and discussion
• Look at technologies that we can relate to everyday
• How will these technologies impact me and my family?
• How will these technologies impact my work today and the future?
• What opportunities exist?
• What are our responsibilities?



Overview

• Strategic technology trends have significant potential to create and 
respond to disruption and to power both transformation and optimization 
initiatives.

• Artificial intelligence (AI) is a foundational catalyst for advanced process 
automation and human augmentation and engagement.

• Physical environments including factories, offices and cities will become 
“smart spaces” within which people will interact through multiple 
touchpoints and sensory channels for an increasingly ambient experience.

• Dealing with privacy, digital ethics and security challenges generated by AI, 
the Internet of Things (IoT)/edge, and other evolving technologies will 
become critical to maintain trust and avoid legal entanglements.



ATTENDANCE CHECK



Technology Drivers

Solutions looking for a problem!

• Cloud Technology
• IoT
• Augmented Reality
• Virtual Reality
• Blockchain
• Artificial Intelligence
• 3D Printing
• Drones
• Robots



Annual Digital Growth (2018-2019) 
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The Digital World Around You (2019)
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The Promise of Technology

• Make government efficient
• Save money
• Transparency
• Encourage inclusivity and diversity
• Improve mobility



Cycle of Disruption

• Epidemic and Pandemic
• Civil Unrest
• Nation State espionage
• Cybercrime
• Insider Threats









The Six Big Disruptors
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#1: 5G



Why is 5G Important?



5G Network Architecture



Risks of 5G





#2 Digital Contact Tracing



Why is it Important?
• Information gathering. Health authorities in Italy have used aggregate mobile 

location data provided by major cellphone carriers to gauge compliance with 
lockdown policies.

• Information sharing. Health authorities in South Korea have pushed alerts to 
residents with COVID-19 updates ranging from reminders about public health 
guidance to revealing the recently visited locations of newly infected persons.

• Quarantine enforcement. Health authorities in Taiwan have used location-tracking 
mobile apps to monitor and enforce quarantine.

• Digital contact tracing. Health authorities in Singapore have used digital proximity 
tracing techniques as a complement to manual contact tracing to identify close 
contacts of COVID-19-positive residents and quickly isolate them.

• Digital health passports. Discussions have begun around the concept of digital health 
passports that might serve as individual credentials for proof of immunity in 
conjunction with future antibody testing. For example, authorities in the U.K. are 
exploring “immunity passports,” and authorities in China deployed a mobile app 
health classification system.

https://www.reuters.com/article/us-health-coronavirus-europe-telecoms/european-mobile-operators-share-data-for-coronavirus-fight-idUSKBN2152C2
https://www.sciencemag.org/news/2020/03/cellphone-tracking-could-help-stem-spread-coronavirus-privacy-price
https://www.reuters.com/article/us-health-coronavirus-taiwan-surveillanc-idUSKBN2170SK
https://www.tracetogether.gov.sg/
https://www.theguardian.com/politics/2020/apr/02/no-10-seeks-to-end-covid-19-lockdown-with-immunity-passports
https://www.nytimes.com/2020/03/01/business/china-coronavirus-surveillance.html


Public Support

Brookings Institute



Risks to Digital Contact Tracing



Risks to Digital Contact Tracing

• False sense of security – Apple’s and Google’s decentralized approach
• It is only as good as a broad public health solution not an individual 

one
• Inconsistent coverage among the elderly and under-resourced
• False negatives
• Malicious false positives
• Malicious use of data
• Privacy



#3: Telepresence

• AKA “Socio-assistive” technology
• Healthcare
• Law enforcement
• Fire fighting
• Assisted living



Why is it Important?



Telepresence Use Cases



Risks of Telepresence



Risks of Telepresence

Vulnerability Exploits

Malware

DoS and DDoS

Man in the Middle 
Attacks

Physical Tampering

Eavesdropping and 
PII and PHI Theft



#4: Thermal Technologies

• Forward-looking Infrared (FLIR) 
• Uses infrared radiation to create a picture

5x3x1 inches
$499.00



Why is it Important?



Thermal Technologies Use Cases



Risks of Thermal Technologies

• Very large infrastructure requires offshoring of results for processing
• Very low public support

• In 2001, deemed a violation of Fourth Amendment protections
• In 2015, using in the Baltimore protests by the FBI

• Limits public movement
• False negatives - May not be effective at a distance
• Data leakage and improper use
• Can reveal the face of political protesters



Thermal Technologies and Regulatory 
Compliance

• International Organization for Standardization (ISO) and International 
Electrotechnical Commission (IEC) Guidance – Requires deployment 
standards.

• Food and Drug Administration (FDA) – Requires 510(k) approval. “The 
technology should be used to measure only one subject’s temperature at a 
time.”

• The Americans with Disabilities Act (ADA) and Other Privacy Laws - The EEOC 
has noted that “the fact that an employee had a fever or other symptoms 
would be subject to ADA confidentiality requirements.” You will need to make 
sure you’re complying with appropriate regulations like GDPR, HIPAA and 
other local and regional data privacy regulations regarding personally 
identifiable information.

• National Defense Authorization Act (NDAA)



#5: Facial Recognition Technologies



Why is it Important?



Facial Recognition Technology Use Cases



Risk of Facial Recognition Technologies



Risk of Facial Recognition Technologies

• Inaccuracy – 2016 London’s police conducted 10 trials. University of 
Essex to independently assess the scheme, and they concluded that 
the system is 81% inaccurate. They found that of 42 matches, only 
eight were confirmed to be correct.

• Gender and racial bias – Rekognition mistook women for men 19% of 
the time and mistook women of color for men 31% of the time

• Large quantities of PII is attractive to hackers – “Suprema’s Biostar 2 
system is used to secure buildings around the world”



Risk of Facial Recognition Technologies

• The lack of permission and user consent
• Facial recognition data can easily be collected in public places – all the software would need 

is a clear image of the subject’s face.
• Predatory Marketing

• Software which analyses facial expressions could potentially be put to use by some 
companies to prey on vulnerable customers.

• Disadvantage when applying for employment
• facial recognition could potentially allow recruiters to find out more about you than you’d 

realize.
• Stalking and targeted misuse

• Tools like reverse image searches can provide stalkers with more data about their victims.
• Identity fraud

• Criminals who have collected enough personal information on you could commit identity 
fraud.



#6: Deepfake Technologies

• Uses AI based deep neural networks 
to: 

• Transfer facial movements of one person 
to a target video

• Map the face of a target person onto 
other videos

• Been in use for decades 
• Requires the gathering of many 

photos



Why is it Important?

• Entering New Markets
• Tailored marketing to fit each customer demographic
• Building audience trust
• Responding to crisis
• Instant Marketing Segmentation



Risks of Deepfake Technologies

• The blurring of privacy 
• Erosion of authenticity
• Unsafe mass data collection
• Enables fraudulent activities 
• Political foul play
• Distortion of democratic discourse

https://www.facebook.com/watch/?v=324528215059254

Gabon President Ali Bongo Ondimba

https://www.facebook.com/watch/?v=324528215059254


What can we do now?

The auditor needs to change, but how fast?

• Inventory where technologies are being used or trialed and who is 
accountable for its proper use

• Understand your data assets, who owns the data, and where they’re 
stored

• Identify the regulations and frameworks needed for compliance
• Understand workflows and the components that make them work
• Prepare your teams through education and advanced training



What can we do later?

• Discuss these systems before plans are put in place and laws are 
passed that may violate laws and regulations 

• Ensure future technology implementations include a sunset clause to 
define when surveillance ends

• A chain of custody agreement for data passed between government, 
industry and researchers, which includes a process to delete data.

• A plan to protect data sovereignty, which ensures that data are 
subject to laws and governance structures.

• Evaluate commitments to accountability if data are misused, stolen or 
sold.



Make Privacy a Priority

• What kinds of personal data is being collected and for what purpose?
• What kinds of personal data is being processed and for what 

purpose?
• What kinds of personal data is being stored and for what purpose?
• How is the personal data collected, processed and stored?
• What kind of consent is required by the individual?
• What steps are taken to ensure the accuracy and integrity of the 

stored data?
• How is the data disposed of when it is no longer required?



Questions?

rgamache@berrydunn.com or 
https://www.linkedin.com/in/rickgamache/

mailto:rgamache@berrydunn.com
https://www.linkedin.com/in/rickgamache/
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