pme
in

v

berrydunn.com

. Ellingwood, CISA

B BerryD

Presented by

Chris

topher S

OR DUE DILIGENCE

—
o
o
=
Z
O
O
=
<
O




CHRISTOPHER S.
ELLINGWOOD, CISA

IT Assurance Manager
BerryDunn
Management and
Information Technology
Consulting Group

GAIN CONTROL berrydunn.com ¥ m



AGENDA

Why is vendor due diligence important?
What vendors do | include?
It's all about the risk
A little more than collecting documents

A note on SOC (SSAE 16) exams
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WHAT IS VENDOR DUE
DILIGENCE?

WHY DO WE CARE?



YOUR VENDORS
ARE FINANCIALLY
MATERIAL TO YOUR
BUSINESS




> ~
DEVELOPING A VENDOR DUE DILIGENCE <
PROGRAM




STEP 1: IDE




STEP 2: IDENTIFY THE POSSIBLE RISK




To Consider: The Risk that your outsourced data center loses power and your systems are
unavailable

Likelihood to occur Impact of risk Overall risk rating

Financial Security Operational
Low likelihood: 1 Low impact: 1 Low impact: 1 Low impact: 1 Low o;/e_rgll risk:
High
Medium likelihood: 2 Medium Impact: 2 Medium Impact: 2 Medium Impact: 2 Med|um60_vgrall risk:
Medium

High overall risk:
9-12

High Likelihood: 3 High Impact: 3 High Impact: 3 High Impact: 3
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FOR EXAMPLE....

Likelihood to occur Impact of risk Overall risk rating

Financial Security Operational
The risk that our
outsourced data ‘ m ‘ - m
center loses power L ey | )
and our systems are o Low High Medium
unavailable 1 2 1 3 7
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AND REGUFAT
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WHAT DO | ASK FOR?




Statements

 Compliance Revih I il
« SOC Reports (more on this
shortly) ?
e /

e IT Questionnaires (more on I

this as well)
\ﬂl?l/

REQUESTS - ')

* Audited Financial \I\
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THE IT QUESTIONNAIRE




DOCUMENT
YOUR REVIEW




REPORT YOUR FINDINGS




THE PROCESS (SUMMARY)

Vendor Due Diligence is an Yearly Risk
ongoing process. When the Assessment
Vendor Due Diligence program begins
IS implemented, after a year or
so it runs like clock-work / \
Make Conduct or
decisions and Review
Report on Vendor Risk
CONCerns Assessment
Make changes Assign Risks
to vendors if and criticality
needed Complete rankings
Vendor
Assessment
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INTERESTED IN MORE?

We are always available for your questions

cellingwood@berrydunn.com
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