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HIPAA in the News2

2 http://www.healthcareitnews.com/



Source: http://www.idtheftcenter.org/data-breaches-in-2013.html



Security Rule

The Security Rule is structured by:

Implementation 
Specifications

Standards

Safeguard



Security Rule

• Safeguards are organized into:
• Administrative Safeguards 
• Physical Safeguards
• Technical Safeguards

• Implementation Specifications are either:
• Required
• Addressable



Administrative Safeguards

Standard Implementation Specification R/A

Security Management 
Process

Risk Analysis R
Risk Management R
Sanction Policy R
Information System Activity  Review R

Assign Security 
Responsibility R

Workforce Security
Authorization and/or Supervision A
Workforce Clearance Procedure A
Termination Procedures A



Administrative Safeguards (cont.)

Standard Implementation Specification R/A

Information Access 
Management

Isolating Health Care Clearinghouse 
Functions R

Access Authorization A
Access Establishment and Modification A

Security Awareness and 
Training

Security Reminders A
Protection from Malicious Software A
Log-in Monitoring A
Password Management A

Security Incident 
Procedures Response and Reporting R



Administrative Safeguards (cont.)

Standard Implementation Specification R/A

Contingency Plan

Data Backup Plan R
Disaster Recovery Plan R
Emergency Mode Operation Plan R
Testing and Revision Procedures A
Application and Data Criticality Analysis A

Evaluation R
Business Associate 
Contracts and Other 
Arrangements

Written Contract or Other Arrangement R



Physical Safeguards

Standard Implementation Specification R/A

Facility Access Controls

Contingency Operations A
Facility Security Plan A
Access Control and Validation Procedures A
Maintenance Records A

Workstation Use R
Workstation Security R

Device and Media 
Controls

Disposal R
Media Re-Use R
Accountability A
Data Backup and Storage A



Technical Safeguards

Standard Implementation Specification R/A

Access Control

Unique User Identification R
Emergency Access Procedure R
Automatic Logoff A
Encryption and Decryption A

Audit Controls R
Integrity Mechanism to Authenticate Electronic PHI A
Person or Entity 
Authentication R

Transmission Security
Integrity Controls A
Encryption A



Example Risk Assessment Process



Likelihood & 
Impact



Complicating 
the Situation
TOP 10 IT SECURITY 
CONTROL RISKS & 
WHAT YOU CAN DO



#10  
LACK OF DATA 
CLASSIFICATION & 
HARDWARE 
INVENTORY



#9  
LEGACY SYSTEMS 
AND KNOWLEDGE 
TRANSFER



#8  
MEDICAL DEVICE 
HACKING



#7  
LACK OF 
DEDICATED 
SECURITY ROLES



#6  
MOBILE DEVICE 
SECURITY



#5  
SPEAR PHISHING 
ATTACKS



#4  
SECURITY 
TRAINING AND 
AWARENESS



#3  
VENDOR 
MANAGEMENT



#2  
PROPER 
VIRTUALIZATION 
CONFIGURATION 



#1  
EXTORTION 
ATTACKS



Questions?
Dan Vogt
Senior Manager
dvogt@berrydunn.com
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